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Recent Headlines and TTPs



• Targeted Attacks - Medusa ransomware is known for its selective 
and strategic targeting of specific organizations and individuals.

• Advanced Tactics - The ransomware employs sophisticated 
techniques and tools to infiltrate systems and encrypt files, making 
it a formidable threat.

• Complex Encryption - Medusa utilizes advanced encryption 
algorithms to lock victim's files, making it difficult to recover data 
without paying the ransom.

• Evolving Tactics - The Medusa operators continuously update their 
methods to adapt to new security measures and bypass defenses.

Medusa – Turning Your Files into Stone



• Cl0p is a Russian-speaking cybercriminal 
gang 

• Known for large-scale ransomware and 
extortion campaigns

• In 2023, C10p compromised MoveIT file 
transfer service 

• In 2025, C10p exploited CVE-2024-50623, in 
Cleo file sharing and transfer service (are you 
detecting a theme?)

• Attack on Cleo compromised data on 60+ 
organizations

Asked to MoveIT elsewhere, Cl0p clips Cleo

Chart: CL0P Ransomware : Latest Attacks - CYFIRMA

#StopRansomware: CL0P Ransomware Gang Exploits CVE-2023-34362 MOVEit Vulnerability | CISA

https://www.cyfirma.com/research/cl0p-ransomware-latest-attacks/
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-158a
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24x7 MXDR for Manufacturer

•Industry: Food products

•Challenge: FDA compliance and securing critical IT infrastructure at multiple plants each with $1M daily business

Technical Solution: Microsoft E5 Defender Suite, Sentinel 

Services: ThreatDefender (Managed Security Services) 

Path To Success
•Steady migration to M365 E5 security

•Setup of Defender Suite and Sentinel 

Ongoing Improvements 

To Security Posture 

Breach Thwarted:
1. Our team detected high-severity events tied to a known ransomware group using automated monitoring systems.

2. A compromised shared account with additional privileges was executing unauthorized actions.

3. Our team swiftly contained the threat by disabling compromised accounts, shutting down the Remote Desktop Web Server, 

and enhancing monitoring.

4. Collaboration with the client's Forensic Incident Response Team ensured thorough investigation containment.

5. The attack was stopped before any data encryption occurred.

Smooth Operation Of 

$3M / Day Business

Rapid Response 

To Avert Breach(es) 
Results:





Microsoft's 2024 Digital Defense Report



Overview of Microsoft’s Digital Defense Report 

• People are still too 
predictable

• AI is a double-edged sword

• Must address technical debt 
and  outdated security 
controls
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Where ATT&CK TTP's are referenced



MITRE ATT&CK with 
ThreatDefender MXDR

Detect

Respond

RecoverIdentify

Protect
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24x7 MXDR for Carolina Eastern

•Line of Business: $600M ag-business with over 40 locations and 500 employees 

•Challenge: “We were always in a reactive state with our security. Our outlook was ‘We are not trying to get hacked.’ We 
thought we were doing fine, but we didn't know. We were hacked, and it was a lot of pain.” -CFO

Technical Solution: Microsoft E5 Defender Suite, Sentinel 

Services: ThreatDefender and IT Managed Services 

Path To Success
•Post-breach, we rapidly deployed 

the Microsoft Defender Suite and Sentinel 

Results:

“I feel a lot more secure. I know every 
company’s going to get hacked. Just being 

able to react is key.” 

-CFO Tom Hallex

Breach Background:
1. Prior to eGroup Enabling Technologies’ involvement, client was hacked.



What is the NIST Cybersecurity 

Framework?

Purpose of the NIST CSF

Five Core Functions

Adoption and Implementation

The NIST Cybersecurity Framework provides a comprehensive and flexible approach to 

managing cybersecurity risk, helping organizations of all sizes and industries strengthen their 

security posture and enhance their overall resilience.

NIST CSF and Microsoft Tools



Defender for Endpoint 
Defender for Servers
Defender for Cloud Apps
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Intune 
Purview Information Protection 
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NIST CSF Core Functions

Identify Protect Detect Respond Recover
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• Comprehensive Security Coverage

• Streamlined NIST CSF Implementation

• Improved Visibility & Threat Detection

Leveraging Microsoft for NIST CSF



Aligning Microsoft Defender Suite to NIST CSF

Identify

90%

Protect

85%

Detect

95%

Respond

80%

Recover

75%
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24x7 MXDR for Charleston Stevedoring

•Industry: Shipping / Receiving Port 

•Challenge: Limited IT control, bottlenecks in operations, and weak security measures.

Technical Solution: Microsoft E5 Defender Suite, Sentinel 

Services: ThreatDefender (Managed Security Services) 

Path To Success
•New tenant

•Data center → Azure migration

•Setup of Defender Suite and Sentinel 

Fast response times

Breach Thwarted:

1. A high-level manager was phished. 

2. IT Manager sits just 30 feet away from them

3. eGroup's team alerted IT Manager first. 

4. “It was an adversary in the middle attack,” Kevin recalled. “It could have been bad, but eGroup blocked their device and 

isolated the account before they were even able to tell me.”

5. By acting quickly, no exfiltration nor further phishing attacks occurred. 

Ongoing improvements Visibility into anomaliesResults:



How They Do It

• Attack-in-The-Middle - The attacker positions themselves in the 
middle of the communication path between the legitimate parties, 
intercepting and manipulating the data exchange.

• Active Manipulation - The attacker can actively modify the 
communication, altering the content, redirecting traffic, or even 
impersonating one of the legitimate parties.

How it is Visualized

• Indicators of Compromise - The system identifies key indicators of 
compromise (IOCs) such as malicious URLs and IP addresses that 
pose security threats.

• Intelligence Delivery - The intelligence gathered is delivered in a 
format that security teams can easily understand and act upon to 
enhance security measures.

AiTM Detected by Defender XDR
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24x7 MXDR for Becket & Lee

•Industry: Legal (Bankruptcy Servicing) 

•Challenge: One Security Pro, Securing sensitive data and compliance requirements from clients

Technical Solution: Microsoft E5 Defender Suite, Sentinel 

Services: ThreatDefender (Managed Security Services) 

Path To Success
•Onboarding workshop 

•Integration with existing Microsoft 365 E5 licenses 

•Setup of Defender Suite and Sentinel 

Results:
•Improved security posture 

•Faster incident detection and response 

•Compliance with client requirements

•Averted breach(es) 

Breach Thwarted:
•Misconfigured work-from-home device (firewall inactive), allowing an RDP 

spray attack

•ThreatDefender alerted and prevented potential breach 

•“That’s a true ‘save your bacon’ incident. Who knows what would have 

happened before we were going down this MSSP path?”



• RDP Exploitation - The RDP Spray Attack leverages the Remote 
Desktop Protocol (RDP) to gain unauthorized access to multiple 
systems by attempting to guess weak or commonly used 
credentials.

• Leaked Credentials - The attacker uses a list of common or 
previously leaked credentials to systematically attempt logins 
across a range of target systems that have RDP enabled.

• Lateral Movement - Once the attacker gains access to a system 
through a successful RDP login, they can then move laterally across 
the network, compromising additional systems and resources.

• Data Exfiltration - The attacker can then leverage the RDP access 
to steal sensitive data, deploy malware, or carry out further 
malicious activities within the network.

Multiple Threat Scenario that used RDP Spray Attack



Next Steps for Enterprise Defenders



Things to do Tomorrow (David)

Get started quickly configuring ransomware prevention so you can stop ransomware cybercriminals from targeting your organization. | Microsoft Learn

https://learn.microsoft.com/en-us/security/ransomware/protect-against-ransomware#set-up-your-system-to-prevent-ransomware-right-now


Things to do Tomorrow

Leverage Microsoft Defender's 

Comprehensive Protection

Implement NIST CSF Best Practices Integrate Microsoft Defender and NIST 

CSF

Protect yourself today by embracing the powerful combination of Microsoft Defender and 

the NIST Cybersecurity Framework. Secure your digital life and stay ahead of the curve in 

the ever-evolving landscape of cyber threats.



• Pinpoint areas where your organization's 
security measures may be lacking, 
enabling targeted improvements.

• Assess current security metrics and receive 
actionable recommendations for 
enhancement.

• Create a structured plan that outlines a 
phased implementation of Zero Trust 
principles.

Zero Trust Assessment



“The best way to prepare for a 
cyberattack is to simulate one.”



Microsoft Defender Attack Simulation

Phishing Simulation Credential Harvesting

Ransomware Simulation Insider Threat Scenario
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24x7 MXDR for Genesis Healthcare

•Industry: Regional Healthcare Provider 

•Challenge: Staff limited IT control, bottlenecks in operations, and weak security measures.

Technical Solution: Microsoft E5 Defender Suite, Sentinel 

Services: ThreatDefender (Managed Security Services) 

Path To Success
•Transition from old MSP

•SentinelOne → Defender migration

•Setup of Defender Suite and Sentinel 

Fast response times 

remove threats

Breach Thwarted:

1. A potentially critical incident involved suspicious activity on a CxO's account.

2. eGroup’s quick response averted a potential breach preventing a major disruption to operations. 

3. “If that account had been compromised, it would have been a very bad day for everybody involved.”

4. By acting quickly, no exfiltration nor further phishing attacks occurred. 

Higher Secure and 

Compliance Scores Less noise. Actionable insights. Results:



XDR Architecture
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ThreatDefender Architecture
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Potential ways to Get Started



Ransomware Trends

Understanding current ransomware trends is crucial for organizations to stay ahead of potential threats and vulnerabilities.

Microsoft Security Tools

Leveraging Microsoft’s security frameworks and tools can significantly enhance an organization's defenses against ransomware attacks.

Proactive Strategies

Implementing proactive strategies and maintaining ongoing vigilance are essential for safeguarding organizational data and resources.

Conclusion
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