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Housekeeping Items

» Let’s keep it interactive!

Please use the chat to ask questions — we will respond live or in the chat as appropriate.

» We'd love to hear from you!

Please participate in the polls when they launch throughout the session.
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Meet Your Presenters

Hayley Meese-Cherry

Practice Manager
Organizational Change Management

Don Booth

OCM Consultant
Organizational Change Management

Stephanie Dykes

OCM Consultant
Organizational Change Management

Tom Papahronis

ClO Advisor
Strategic Advisory Services
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What We Do

Microsoft 365

* Exchange Online

* OneDrive

* Microsoft Teams Phone,
Meetings, Rooms

* Endpoint Management

* SharePoint

* Microsoft 365 Copilot

Microsoft Azure

* Azure Migrations

* Entra ID

* Azure Storage

* Azure VMware Solution
Nutanix Cloud Clusters on

Azure

Modern Datacenter
Architecture

* Nutanix

* Cohesity

* Cisco

* VMware

* Pure Storage

Security & Compliance

* Microsoft 365 Security
* Microsoft Intune

* Microsoft Purview

* Azure Security

* Arctic Wolf

* ThreatDefender MXDR

Virtual Desktops

* Azure Virtual Desktop
* Citrix

* Horizon

Data, Al, Apps & Automation

* Azure

* Azure Open Al

Custom Agents

Microsoft Power Platform

Microsoft Fabric

Consulting Services

* Organizational Change Management
* Strategic Advisory Services
* Licensing Optimization Workshop

* Incident Response Tabletop Exercise
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Cloud Data Protection

* Rubrik
* Cohesity

Disaster Recovery

* Azure Site Recovery
* Nutanix

e Zerto

Networking

* Cisco

* Meraki

Managed Services to

Support All Solutions




Agenda

*  Welcome and Introduction

* Introduction to Microsoft 365 Copilot

*  Prompting, Prompting, Prompting! Strategies for Success
* Demonstrations: M365 Copilot in Action

*  Security, Compliance and Readiness

* Change Management, Training, and Adoption

* Closing Remarks

Microsoft 365 Copilot
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Introduction to Microsoft 365 Copilot




How M365 Copilot Works

User + Prompt

M365 Copilot

&
0
NP
Internet & LLM

/7

\.

¢

Your Work Information
Emails, Meetings, Chats, Files

AN

J

@

Security, Access, and

Permissions

O
000

yf



How M365 Copilot Works

Your users
and devices

L

Your Microsoft 365 tenant -

. 3 Microsoft 365
Microsoft Graph Copilot

Your customer data Azure OpenAl
Files, mailboxes, chat data, videos, etc. service subscription

Apps on
your devices

for Microsoft 365

Exchange .
- OneDrive files
mailboxes . Large Language Model
(LLM)
o Microsoft SharePoint
Teams data files, lists, etc.

A eO
=

e — — — [ Microsoft 365 service boundary }—

O
000

yf



How M365 Copilot Works

Your users Apps on
and devices your devices

® - C
% 0
R O

Microsoft 365
Copilot

-~

Azure OpenAl service
subscription for

Microsoft 365

{ Microsoft Graph ]

L

Company data

Files, mailboxes, chat data, videos, etc.

s

User-accessible data

Large Language
Model (LLM)

=

-

1

e
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Your Microsoft 365 tenant

-
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[ Microsoft 365 service boundary }—




Different Microsoft Copilots

Copilot Personal

For your evening

Sneak in that
protein

The hate behind
Comic Sans

What's special
about today?

©

Message Copilot

Sign in

o
S}

i

@

4 Entra ID signed in user '
+ &y Microsoft 365 Copilot license

crosoft 365 Copilot Chat

® 9O - @

& Copilot

[Z) Get more done

What are 5 - 6 ways to beat
procrastination?

7. Explore what's possible

Tell me an interesting fact and
hypothesize what it reveals about
the world

7 Track changes over time

Create a line chart showing the
relationship between inflation rates
and interest rates over the last 20
years.

Ask me anything

0716000

77 Improve your writing

Rewrite this to sound more
professional and less verbose:

7. Get instructions
Give me step-by-step instructions
for making an Instagram Reel

77 Sharpen your writing

Analyze the text in the following
and make suggestions on how to
improve it: [text]

<) View prompts

A\

| % copilot
Agents

M Visual Creator

B Get agents

Copilot chats
You can find your Copilot chats here.
Easily review past conversations and
pick up where you left off

i

M

| O

Copilat

5]

B

@

©

Work

& Copilot

2. Stand out on socials

What are some tips for writing a
great Linkedin post?

() Interview warning signs

What are some red flags to watch
out for during an interview?

) Show me the result

Execute and explain this code...

Ask me anything

0/ 16000

7 Going on holiday?

Write some funny Out of Office
email responses to use while I'm
on vacation from [January 25 to
February 9]

Code a binary search in
Python

Write a Python script to perform
binary search

77 Graph the data quickly

Create a pie chart showing the
market share of smartphones in
the United States

4 View prompts

Y

Work Web

| O copilot

Agents
M Visual Creator
B Get agents

(@ Create an agent

Recent chats

What are the lastest...

See more

10:50 AM



Sign in with Your Work Account

« G

a fﬁi] E ""! Copilot

G & https://M365Copilot.com

x [+

o Navigate to on your preferred F
browser on your device to get to Copilot Chat. &

......

9 Ensure you’re signed in with your work account.
You will know you are successfully signed in to

Copilot Chat when you see the green shield icon

next to “New chat” and the Microsoft 365 Copilot

icon at the top of the page. [

2 Idea

What are some trends in remate work
and hybeid offices?

) Ask
‘What are some red flags to watch out
for during an interview?

7 Copilot

£ Design

Create an image of what a quaritum
computer would ook like

<> Code

Craft 2 green piece of software that
plants a virtual tree for every bug fved

7 create

Wihat are some tips for wiiting 4 great
Linkedin post

B Laugh

wirite a joke thet my comorkers would
find funny,

i View prompts

@ Add content (@

A If you are not signed in with your work account, Enterprise Data Protection does not apply.

B New chi

[
Tt

| B copitot

Agents
& Customer Support
B Market News
™ Proposal Generation
@ Get Copilot agents

& Create an agent

Chats
Todey
F¥23 Budget Summary

RFP For The New Market

What is the ratio of EV cars

I need your help to create a

&

™o
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https://m365copilot.com/

o°o

Access Copilot Chat from Where You’re Working Eﬂ?

‘ B D e e Q ® 0 & vcueons
) [N 8 et @
7 Copilot 0 =
2 ) Copilot . o Copllot -
s . . . o vy Al comp
Z s b e oo oklke | Unkedinpost . e © . Gt
e s . M o e e e s -
’?> Jm— pr——— . It [E——
= -
- - 0 - -
‘‘‘‘‘‘‘‘‘
L]
&

1215 all = -

. Q Copilot o =

=

What can | help with?

= What's getting stronger, better?
What are some cutting-edge technologies in
sports?

(© What's new in streaming?
Summarize the state f the streaming industry
What can subscribers expect in the future?

e o

& Laugh
Write some funny ‘out of office’
responses for my email while I'm on vacation.



http://m365copilot.com/

Where Does Copilot Work?

Copilot appears in each of your Microsoft
programs and specializes in assisting you with
the tasks of that application.

Copilot Business Chat is the unsung hero of the
Copilot world. Think of it as a jack of all
trades:

* Goes beyond questions and answers.

* Combs your entire universe of work data:
Emails, meetings, chats, documents, along
with the web.

* Generates content and ideas, which you can
then take into individual applications and
create new presentations, new documents or
fine tune further.

Teams

Copilot in
Outlook

Copilot in
OneDrive

Copilot in

Copilot
Business
Chat

Copilot in

Word

Copilot in
Excel
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Get to Know Copilot Chat

Search: Find people, chats,
meetings, and files. See
recommendations, recently
accessed files, and review
shared items.

Chat with an agent: Add an
agent to your Copilot prompt
to chat with it.

Agents: Use existing
agents or create new ones

Conversations: Return to a
previous chat to continue the
conversation

Pages: Return to a previous
page — an interactive canvas
that allows you to turn
Copilot responses into
editable, sharable pages.
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T M365 Copilot 5D}

Q) Search

® Chat
Agents
4 Analyst

@ Researcher

B Client Engagement Asst - ...

New Agent
M Visual Creator
All agents
Create agent
Conversations
Pages

B Notebooks

f&1 Create

&8 Apps

@ Word

@ Teams

& Outlook

@ PowerPoint

¢ Planner

P loop

Prompt box: Start your
conversation here.

Type your prompt here

+

»
4

Analyze the text in the following
and make suggestions on how t...

Sharpen your writing

»
4

Rewrite this to sound more
professional and less verbose:

Improve your writing

Give me a concise summary of
recent news about product or...

Gaugs the temperature

»
4

Draft an email to person about...

Kackstart a draft

Work Web

Hi, how can | help?

Prepare a brief of today's news
from the finance industry...

Monitor industry news

Compare these files grouped by
differences in formatting....

Highlight the differsnces

<]

Execute and explain this code...

Show me the result

r
4

Create a table that compares top-
selling office printers

Make an informed decision

»
4

Write some funny Out of Office
email responses to use while I'...

Gaing on holidzy?

]

Write a Pythen script to perform
binary search

Code faster

[[1}

Give me step-by-step instructions
for making an Instagram Reel

Get instructions

("]

What does LLM stand for?

Decode acronyms.

& PromptGallery  See less ~

9 - Start a new chat:
Clear your past chat
and start a new
conversation.

Send your prompt!

Suggested
prompts:

If you're not sure
what to ask, try or
modify a sample
prompt!

Upload files: If you'd like Copilot to source
responses from information in specific files, add

them here.

Copilot Prompt Gallery:
View additional prompt
suggestions, including saved
prompts.



What are Agents?

yf

-

Agents uses Al to automate and execute business processes, working
alongside or on behalf of a person, team or organization

Retrieve information from
grounding data, reason,

summari

N

Retrieval Task

Take actions when asked,
automate workflows, and

ze, and answer user replace repetitive tasks
questions for users

-

Autonomous

Operate independently,
dynamically plan, orchestrate
other agents, learn and
escalate

Agents vary in levels of complexity and capabilities depending on your need

\ 4
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Prompting, Prompting, Prompting!

Strategies for Success
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What is a Prompt? iy

A prompt is simply the instruction or
question you give to Copilot to get the result

you want. Prompts are how you have a Goal Context Expectations Source
conversation with COp”OT. What do you want + Why do you need it + How should Copilot + What information or
from Copilot? and who is involved? respond to best fulfill samples do you want
. - . . . . ? ' ?
Think of it like giving directions to a helpful your request? Copilot to use?
assistant—you’re telling it what you need, .
) . “l want a list of 3-5 “.for an upcoming “Respond with a tone “... and focus on email
how you want it, and sometimes even what to bullet points to meeting with [client], that is friendly but and Teams chats with
. . prepare me...” focusing on their authoritative...” [people] over the last
include or avoid. current state and what two weeks.
they're looking to
achieve.”

Use plain but clear language and provide
context like you would with an assistant.

Start with an action verb Be specific about what you want Add context if needed Use natural language

Examples: “Summarize,” “Draft,” Instead of: “Summarize this”

Mention the audience, tone, format, or You don’t need to be technical—just

“Analyze,” “Create,” “Compare, Try: “Summarize this email thread into

purpose. be clear.
“Explain” 3 bullet points for a project update.”
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What Makes an Effective Prompt? I[ﬁj'

Less Effective More Effective

v" Specific and detailed

x Vague

x Just a few words V" In full sentences, with instructions

X No context on preferred output v" States the tone, purpose, preferred format,

etc.

Example: Summarize news about [company
Example: | work in marketing and focus on

competitor research. Give me a concise summary of
recent news about [company name]. Focus on
announcements about new product lines. Provide the

name].

The recap may be more vague than desired,

or in a format that you were not seeking. .
answer in two to three paragraphs and use a

business tone.

But there are no ‘wrong’ prompts because natural, conversational language is welcome.
Experiment away!



Examples of Prompts
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Category

Information
Retrieval

Basic Prompt

Can you provide a summary of the
latest sales data?

Detailed Prompt

Can you provide a summary of the latest sales data for Q3 2024,
including total revenue, top-performing products, and regional sales
breakdown?

Action Items

What are the action items from the

last team meeting?

What are the action items from the marketing team meeting on October
15th, including deadlines and assigned team members2

What decisions were made regarding the new product launch during the

Decision What decisions were made regardin

] . g strategy meeting on October 10th, specifically about the launch date,

Tracking the new product launch? ) .
marketing strategy, and budget allocation?

Feedback and Were there any suggestions for Were there any suggestions for improving the customer service process

] improving the customer service discussed in the customer feedback review meeting on October 12th,
Suggestions 2 . . . -

process? particularly focusing on response times and training programs?
Follow-Up Is there a follow-up meeting scheduled Is there a follow-up meeting scheduled for the Q4 project review, including

for the project review?

the date, time, and agenda items that need to be addressed?




Prompt Writing - Tips

Be clear and specific.

Provide specific instructions to Copilot,
such as topic, purpose, tone, and required
length.

Keep it conversational.

Give feedback to Copilot based on the
quality of its responses to help the Al
learn and match your preferences.

Give examples.

Use clear and specific keywords or
phrases when asking Copilot to write a
piece of text for you. This helps it
generate more relevant and creative

copy.

Ask for feedback.

Requesting feedback from Copilot helps it
to understand your needs and preferences,
and to provide you with more relevant,
helpful responses.

© Check for accuracy.

Occasionally, Copilot may make mistakes.
Always check Copilot’s responses for
accuracy, grammar, and style, and watch
out for irrelevant or inappropriate
content.

Provide details.

Provide Copilot with contextual details to
help it generate more accurate, consistent
responses. For example, the genre,
characters, and plot to a story.

Be polite.

Using kind and respectful language when
chatting with Copilot helps foster
collaboration and improves the Al's
responsiveness and performance.

Write legibly.

Use correct punctuation, capitalization, and
grammar when writing prompts, as this will
help the Al produce better quality text and
responses.

todo and

Don’ts

When prompting Copilot, avoid using
vague language, and be as clear as
possible to receive

better-quality responses.

While it is powerful, Copilot relies on the
information you provide. Ensure your
prompts include the relevant details to get
the best results.

This may cause Copilot to give low-
quality, inappropriate or unprofessional
responses.

Get the most out of Copilot and avoid common pitfalls by learning what 080
when writing prompts. Eﬂ

If you want Copilot to take several actions
or fulfill several requests, break it down
into separate prompts. First draft the
email, then find the latest report, then
schedule the meeting.

This could disrupt Copilot’s writing
process. Always close or finish a task
before starting a new one. When starting
a new task, write “New task.”

Always review and edit the content to
ensure it meets your needs and is
accurate.



Discover and Share Copilot Prompts

Promptstotry  Getting started v

Copilot Prompt Gallery (formerly known as ( v
Copilot Lab) helps you find prompting

inspiration so you can take greater advantage

Prompts to try

Suggested  Saved  Team prompts

App v Tas

What's new

Job type

Extension

of Copilot in your daily work.

(# Catch up on a meeting

Recap meeting

v" Explore the curated selection of Copilot
prompts .

<\

Save your favorite prompts

 Get a to-do list

Get a to-do list from my

V" Share your favorite prompts with

Fabrikam client meetings.

colleagues

V" Find prompting inspiration from others

7 Draft an email

Write an email congratulating
my team on the end of the fiscal

| year.

& Stay informed

What's the latest from person ,
organized by emails, chats, and
files?

7 Create presentations

Create a presentation from file

2 Set up conditional formatting

Bold the top 10 values in
[Annual sales]

=
L]
(]

77 Name a product

Suggest a list of product names
for a state-of-the-art toaster
that is energy efficient and
stylish.

Eo

(2) Write more confidently

How can | more concisely
describe [time management]?

( Create an agenda

Add a meeting agenda based on
my prior meeting notes with
[World Wide Importers]

-

7 Generate ideas

Suggest inexpensive ways to
optimize our website for organic
search

[T}
|
®

@ Find specific information

What does the document say
about [roles and
responsibilities]?

7 Draft an agenda

Draft an agenda for [the team
retrospective meeting]

©

€3 Manage Access

m

2

O
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Writing Effective Prompts — Key Takeaways

* Copilot is amazing, but it's intentionally called Copilot, not
Autopilot. It can't do any of its work without you.
* Have realistic expectations!

*  With effective prompts, Copilot can get you well over
halfway there, but your expertise, talent, creativity, and
personal touch will carry it from there.

* Don'’t expect Copilot to take you across the finish line.

* If you don’t include details, background, specifics, and
expectations in your prompts, Copilot has to guess.

* The most critical piece to getting the most out of M365 Copilot is
your prompting — Practice, Practice, Practice!

O,
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See M365 Copilot in Action




Demonstration

Showcasing:

Copilot Chat

Microsoft Teams Meeting
Outlook

Word

PowerPoint

Excel
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Security, Compliance, and Readiness




Purview for Microsoft 365 - Overview

Tenant-wide features provide policy-driven content protection, governance,

and compliance controls across all your data.

» Data Classification and Search
» Information Protection

» Data Lifecycle Management

» Data Loss Prevention

» Compliance Manager

» Insider Risk Management (oks)

» Application Governance (OE5)

» Communication Compliance (0E5)
» Information Barriers (OE5)

» Discovery & Response

» Data Security Posture Mgt (DSPM for Al)

» Privacy Management (Add-on)

O
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Prepare Your Data

In SharePoint:
» Review SharePoint Permissions and Teams Memberships.

» Use SharePoint Data Access Governance reports to identify overshared data so your data
owners can right-size access.

In Purview:
» Remove stale or unneeded data with Data Lifecycle Management
» Label sensitive files with Information Protection
» Set up DLP, Insider Risk, and Communication Compliance policies using DSPM for Al

» Deploy the Purview browser extension

00
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Remediate SharePoint and Teams Oversharing

o7

Last 30 days as of February 1§

"People in your organization” links

Across your organization, the most “People in your organization” links were created on these sites.
This page displays up to 100 sites. Download detailed .csv report for up to 10,000 sites.

Download detailed report

List view | Up to 100 sites

Use the Data Access

. 14 items {0 Search sites
Governance reporting
. . Filters: ~ Site sensitivity: All Unmanaged devices: All External sharing: All
in SharePoint to
o o Site name URL Links created (last 30 days) | Primary admin Site sensitivity Unmanaged devices External sharing
identify overshared
Sales & Marketing Jsites/Sales 101 None Full Access On

files. Ask data owners .

.
to remediate ) ~ :
.
b i 17 - None Full Access On
10 - None Full Access On
[C B3 > 10 - None Full Access On
E2 0 8 None Full Access On
. 5 None Full Access On
& b 2GRE - : B> 2 . None Full Access On

None Full Access On




DSPM for Al: Oversharing Assessments

Overview of sensitivity
and sharing of the data in
your top 100 SharePoint
sites.

Discover where
overshared data exists so
you can remediate.

SharePoint Advanced
Management offers
additional reporting and
overshare remediation
options.

Oversharing Assessment for the week of January 27, 2025

Assessment info Total items

Description
Default assessment created by Purview

Total items

Labeled I 55
416 13
Shared with specific people
Sources included Mot labeled 416
13 I . 13
Shared externally
@ Mo Sensitive Information Types Detected I
@ Sensitive Information Types Detected @ Data Not Scanned @ Sharefaoint
@ Scanned For Sensitive Info Types
@ NotScanned
15items 1= Group
Data source ID Source type Total items Total items acces..  Times users a... Unique users acc...  Total sensitive ite...  Total scanned ite...  Total unscanned ...  Sharing links
[sites/benefits/ SharePoint 35 1 2 1 15 36 0 Specific people...
/sites/contosobrand/ SharePoint 14 ] o] o] o 14 0 Specific people
/sites/contosoworks/ SharePoint 20 ] o] o] o] 20 0 Specific people...
/sites/leadership-connection/ SharePaint 57 0 0 0 o 5T 0 Specific people
/sites/globalsales/ SharePoint 30 0 0 0 8 20 0 specific people
/sites/contenttypehuby SharePaint a 0 0 0 a a 0 None
/sites/ussales/ SharePaint & 0 0 0 [ 8 0 Specific people...
sites thenercnactive harabaint a o o o 2 o racific mannl

Sensitivity labels on data

Data with sharing links

Shared with anyone
[

Shared organization wide

O
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Purview Data Classification & Content Explorer

Use Content Explorer and
Content Searches to identify
where your sensitive data is and
ensure it is in the appropriate
and protected locations. Remove
or relocate confidential data
that should not be in commonly
accessible areas.

Included data classifiers
provide automated data
discovery and classification.

Custom classifiers can easily be
added.

Data classification

Cwverview  Trainable classifiers Sensitive info types

EDM classifiers  Content explorer

Activity explorer

Explore the email and docs in your organization that contain sensitive info ar have labels applied. You drill down further by
reviewing the source content that's currently stored in Exchange, SharePoint, and OneDrive. Support for more locations is

coming soon. Learn more

2 Filter on labels, info types, or categories
Sensitive info types

All Full Names

All Physical Addresses

1.5, Physical Addresses

Cradit Card Number

EU Debit Card Number

LS. Bank Account Number

All Medical Terms And Conditions

U.S. Social Security Number (S5N)

505

(%3]

L

a7

37

All locations

{- Export

D [ Name

] Exchange
[] OneDrive
] SharePoint
D Teams

4 items
Files
4 »
23 3
10 2
0 2

O
000
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Purview Information Protection
D

Sensitivity Labeling can provide encryption and
access controls beyond traditional access control lists
or Teams membership.

If an employee is not allowed to see the dataq,
Copilot won't show it. Consider auto-labeling policies
to find and protect sensitive data automatically.

Microsoft 365 Groups and Teams can also be
labeled to granularly restrict membership and
content sharing.

Highly Confidential

£’ Edit label

‘ {% Create auto-labeling policy

Zl Publish label

‘ [l Delete label

Name

Highly Confidential

Display name

Highly Confidential

Description for users

This file was automatically labeled because it contains confidential data.

Description

Documents with this label contain sensitive data.

Scope

File, Email

Encryption
Encryption

Content marking
Watermark: HIGHLY CONFIDENTIAL

Auto-labeling for files and emails

Automatically apply the label

Group settings

O
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Purview Data Loss Prevention

Access can be restricted to
specific external or internal
recipients, including workflow
approvals and overrides.

Endpoint DLP policies can
enforce controls on sensitive
data such as uploading
sensitive prompts to Copilot
or other Al tools.

O
OOO

o7

Edit rule

Add condition = Add group

~. Actions

Use actions to protect content when the conditions are met

-~ Audit or restrict activities on devices

ivities are det e rote: =
Service domain and browser activities
en protected files are blocked or allowed to be uploaded to ¢

File activities for all apps

cide whether to apply restrictions for file related

configured.

configured. Edit

taining sensitive information, you can choose w

hethe

loud service domains based on the 'Allow/Block clou

Sensitive service domain restrictions

Enforee different restrictions for sensitive service domains that are defined by the sensitive
service domain groups set up in endpoint DLP settings.

+ Addgroup T| Reorder ~+ X Clear selection

Group Priority Action

Generative Al Websites 1 i




Purview Data Loss Prevention

Use DLP policies to detect
or prevent sensitive data
from being used in Copilot
prompts depending on the
users Insider Risk level
(determined by past
behavior).

O
OOO
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Info to protect

This policy will protect content that matches these conditions. Review them and make any necessary changes. For example, you can edit the
conditions to detect additional sensitive info or content that has specific sensitivity or retention labels applied.

Content contains any of these sensitive info types:
Credit Card Number
.5, Bank Account Number
U.5. Individual Taxpayer Identification Number (ITIN)
U.5. Social Security Number (SSN)
U.5. Physical Addresses

And

Content contains all of these sansitive info types:
All Full Names

Edit

~~ Insider risk level for Adaptive Protection is

Insider risk levels, defined in Adaptive Protection, are a measure of risk determined by data-related user activities in Insider Risk Management. Adaptive
Protection continuously evaluates and updates users' insider risk levels, allowing this policy to dynamically apply protection based on the risk level you
specify. Learn more about insider risk levels

Elevated risk level s
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Purview Data Lifecycle Management - Files & Email iy
D

Retention Policies and Labels can

remove stale, out of date, or sensitive Decide if you want to retain content, delete it, or
data that is no longer needed. This both
reduces the data set that Al will have
access to and gives the organization Retain items for a specific period
ltems will be retained for the period you choose.

less to secure and manage overall.

Retain items for a specific period

T years s |

Start the retention period based on

Consider auto-labeling or library-wide

When items were created i |

policies to find and identify stale data
At the end of the retention period

automatically.

Delete items automatically

Do nothing
e Retain items forever
SpeCIfIC reguld’rory and IegGI record ltems will be retained foraver, even if users delete them.
Compliqnce rulesefs can be creqfed Only delete items when they reach a certain age

ltems won't be retained, but when they reach the age you choose, we'll delete them from where they're stored.

based on labels and policies.




Purview Data Lifecycle Management — Copilot & Al 0,

Copilot interactions and
Teams chats can now be
retained or deleted with
a separate retention

policy.

Data lifecycle management Create retention policy

e—o0—0

o—o0O

MName

Administrative Units

Type

Locations

Retention settings

Finish

@ or

@ or

@) of

@ or

@) o

@ ) o

mailboxes &L sites

Skype for Business

Exchange public folders

Teams channel messages

Teams chats

Teams private channel
messages

‘Yammer community
messages

Yammer user meassages

Microsoft Copilot
experiences (Preview)

Other Al apps (Praview)

Enterprise Al apps (Preview)

corresponding group-connected SharePoint team site.
Doesn't apply to files in SharePoint classic or
communication sites or SharePoint team sites that aren't
connected to Microsoft 365 Groups. More details

Skype conversations for the users you choose.

Items from all Exchange public folders in your organization.

Messages from channel conversations and channel
meetings. Doesn't apply to Teams private channel
messages. More details

Messages from individual chats, group chats, meeting chats,
bot chats, More details

Messages from Teams private channels. More details

Messages from Yammer community discussions. More
details

Private messages and community message
notifications. More details

Built-in and custom Copilot experiences. Learn more

MNoh-Copilot Al apps that are onboarded or connected to
yoyr org using methods like Entra registration and data
cofinectors. Learn more

Al Apps users interact with through a browser. These apps
are categorized as "Generative Al” in the Defender for Cloud
Apps catalog. Learn more
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DSPM for Al: Recommendations 'E'H

Data security

Recommendations Closs

Protect sensitive data referenced in Microsoft 365

Mot Started Dismissed Completed COPiIOt (preview)

6 Sensitivity labels help identify and control access to sensitive content. Content with
these labels will be restricted from Copilot interactions with 2 data loss prevention
(DLP) policy.

O Refresh Steps at a glance

. Recommendation Type Action dane by 1. In Microsoft Purview > Data Loss Prevention, create a custom policy.
B es‘r p rq ctlce 2. Select Microsoft 365 Copilot as the data source,
- 3. Create a rule with the following settings:
Completed (3) a. Condition: Content contains > Sensitivity labels. Select the sensitivity

recommendations and abes ke e, _
b. Action: Prevent Copilot from processing content.
instructions are provided to What to oxpec

* Users won't be able to add labeled content in prompts, and Copilot won't use

Config U re PU rVieW pOIiCieS labeled content in responses.
¢ Data Loss Prevention policy matches will be shown in activity explorer.
to protect data related to

Not Started (6)

Useful resources

AI USO g e. Data Loss Prevention for Microsoft 365 Copilot




DSPM for Al: Policy Summary

Presents all Al-related policy
recommendations and
Purview policies in one place.

External Al usage can be
monitored with the Purview
browser extension.

Users with Copilot licenses
can be assigned to these
policies.

Policies

O
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DSPM for Al policies use Microsoft Purview solutions to discover and safeqguard Al activity across your organization. Learn more about

() Refresh

LV

Name

Data Loss Prevention (2)

DSPM for Al - Block sensitive info from Al sites

DSPM for Al: Detect sensitive info added to Al sites

DSPM for Al (1)

DSPM for Al - Capture interactions for Copilot experiences

Insider Risk Management (3)

DSPM for Al - Detect risky Al usage

Data leaks quick policy - 5/19/2025

DSPM for Al - Detect when users visit Al sites

Communication Compliance (3)

Insider risk SIT indicator 25-05-20T21.25.37Z

Insider risk indicator 25-05-20T21.24.31Z

DSPM for Al - Unethical behavior in Al apps

Status

Testing

Solution

Data Loss Prevention

Data Loss Prevention

DSPM for A

Insider Risk Management

Insider Risk Management

Insider Risk Management

Communication Compliance

Communication Compliance

Communication Compliance



DSPM for Al: Prompt Activity Explorer
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Filters:

20

O
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O
O
O
(]
O

B Al Interaction

Activity explorer

Creation Time: 10/15/2024-10/22/2024

10/15/2024

L Export

Activity

Sensitive info types detected

Sensitive info types detected

Al Interaction

Al Interaction

Sensitive info types detected

Al Interaction

B Sensitive info types detected

Activity: Any Workload: Any

App: Any User: tpapahronis

10/16/2024

User

tpapahronis@enablingtechcorp.com

tpapahronis@enablingtechcorp.com

tpapahronis@enablingtechcorp.com

tpapahronis@enablingtechcorp.com

tpapahronis@enablingtechcorp.com

tpapahronis@enablingtechcorp.com

Timestamp (UTC)

Oct 21, 2024 11:47 PM

Oct 21, 2024 11:47 PM

Oct 21, 2024 11:47 PM

Oct 21, 2024 11:47 PM

Oct 18, 2024 10:10 PM

Oct 18, 2024 10:10 PM

Chart time zone: UTC

‘Workload

Microsoft Copilot

Microsoft Copilat

Microsaft Copilot

Microsoft Copilot

Microsoft Copilot

Microsoft Copilot

Sensitive info type: Any

App

Word

Word

Waord

Word

Teams

Teams

Files referenced: Any

10/18/2024

Sensitive info type

IT

All Full Names

Sensitive files referenced: Any

& Reset all

10/21/2024

Files referenced

No

50 items

Sensitive files refer...

No

No

Al Interaction

Activity Timestamp
Al Interaction QOct 21, 2024 17:47 PM
Client IP

71.238.21.195

About this user ~

User

@ Tom Papahronis

Interaction details o~
Workload App

Microsoft Copilot ‘Word

Prompt

Permissions required to view prompts and responses
Your role can't view this data. For permission, ask an administrator to change your
role.
Learn more about roles

Response

Permissions required to view prompts and responses
Your role can't view this data. For permission, ask an administrator to change your
role.
Learn more about roles




Purview Enablement — Secure By Default

The Secure by Default
framework provides
immediate steps to take to
start securing data with
Purview.

Staff communication and
training are the key to
success.

Activities

Outcomes

Secure by default with Microsoft Purview and protect against oversharing

>—

-

O Foundational

Start with recommended
labels

Start with default labels and
protection at file and site level

Turn on data security pre-
requisites and adv. analytics

Train users on managing
exceptions

Turn on DLP for labeled
content

( Managed

Address files with highest
sensitivity

Manually configure priority
sites default library labeling

Autolabeling for credentials
and contextual conditions

Turn on DLP for content that is
not labeled

Turn on Adaptive Protection
and data leak behavioral rules

Auto-label sensitive files on
clients (low thresholds)

Simulate auto-labeling
sensitive files at rest

Reduce false positives with
advanced classifiers

Automate and improve M365
protection to historical and in
use data

—'—'—

M365 new/updated content
protected

@ M365 priority content

protected

M365 historical content
protected

Operational review of user
labeling behaviors

Iterate with new labeling
scenarios

Set up accountability chain
and lifecycle management

Extend protection to Azure
SQL and non-M365 storage

Protection beyond M365

Secure by default with Microsoft Purview and protect against oversharing | Microsoft Learn
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https://learn.microsoft.com/en-us/purview/deploymentmodels/depmod-securebydefault-intro

Purview Enablement — Copilot Blueprints

Copilot Blueprint frameworks
are available that follow a
crawl /walk /run approach.

Training, training,
training......the technical
deployment is the easy part.

Address internal oversharing concerns for M365

Copilot deployment

Pilot (Optional) .

+ Identify most popular sites & assess
oversharing

+ Grant Copilot access to popular, low
Activities risk sites

+ Turn on proactive audit and
protection

Deploy copilot to sub-set of
(o] . .
utcomes . users with up to 100 sites

Deploy Operate

= Further reduce risk and simplify
oversight

= Discover oversharing risks

= Restrict sensitive info from Copilot

access and/or processing « Further secure sensitive data

* Increase site privacy * Improve Copilot responses

Copilot fully deployed in your . Continuous improvement of
organization data security practices

Microsoft 365 Copilot blueprint for oversharing | Microsoft Learn

o2


https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-blueprint-oversharing

Change Management, Training & Adoption




Launching M365 Copilot in Your Organization Yyl

Adoption

The stage of change that shifts the
focus and awareness from the
technology itself, to the use of the
technology to drive desired
outcomes.

Organizational change requires
individual change.

Organizational outcomes are the
collective result of individual
change.

O
OOO

Awareness

* Of the need for change
* Of the nature of the change

i

* To build a culture and
* To support the change competence around change

* To participate
Knowledge Ability

* On how to change
* On how to implement new
Skills and behaviors

* To implement the change
* To demonstrate performance



Strategies for Training and Adoption

* Initial Seat Assignments:
* Focus initial Copilot seats in areas with heavy M365 app use.

* License large numbers of a team or department to foster
greater collaboration.

* Build a User Community:

* Encourage peer learning by creating a community where users
can share tips and experiences.

* Identify Champions:

* Find early adopters who can demonstrate the benefits of
Copilot and spark interest among their peers.

* Identify and Prioritize Your Scenarios:
* Align with business goals.
* Maximize impact.

* Enhance user engagement.

* Facilitate targeted training.



Strategies for Ongoing Adoption

Continuous Training and Support:
* Regular workshops
* On-demand resources
User Support Channels:
* Help Desk
* Peer support
Engagement and Communication:
* Newsletters
* User Feedback Loop (surveys, polls, feedback sessions)
Recognition and Incentive Programs:
* User of the Month
* Competitions and challenges

* Rewards




Join Us Next Week!

How To Build Structured Prompting
for Agents

Wednesday, June 18t
2-3PM EST

Group | ENABHNG | Sm Microsoft

STRUCTURED
PROMPTING
FOR AGENTS

Kai Andrews

Practice Manager- Data, Al, Power
Platform Practice Leader

https://www.eGroup-us.com/events/
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THANK YOU
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